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Who a

Milosch Meriac, freelancer
focused on embedded system
reverse engineering

linux and windows kernel driv

lowlevel programming / realti




Which operating sys

Open/Free/Net-BSD
GNU/HURD

GNU /Linux

Proprietary OS
Windows 9x/SE/ME
Windows NT /2000/XP
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Why not MS-Windows -

It's nothing personal

High license fees

Not allowed to patch binaries (
Mostly close source

Lack of Open Source Window
and Frameworks.
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we simply like it most, so w

boost the spread of linux
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And right away there was lig
the darkness and showing
space. " That’s good!” sa

We can now run unsigned code

Built Xbox Executable Binary from
needed) which copied the Tux-Logo i
RAM area

replacing whole copyrighted microsof
flash was not satisfying, because of
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The Linux Porting Pro
Odyssey

created a bootloader like GNU/

minimzed side effects of the Xb
ROM-Replacement

perfectly legal solution

to prevent 16-Bit fiddeling we s
ization of kernel




Our first replacemen

we Se€ ...
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Nothing to see - The
Clothe

Linux boots, but we see nothin

no video output at all, because
routines for screen setup, nor a




Our second

used Andy Greens filtror device a
console

a bidirectional memory buffer
data with the Xbox

device is being polled by the lin
computer

device allowed us to see the
terminal
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filtror console driver gave us a
Xbox

everything is working fine

managed to get the closed sour
working inside the Xbox Linux




Our first Rel

inux boots into a network-enab
running a web server and telnet

although there is no audio or
device connectivity yet, users h
Xbox through the network

Xbox based internet servers app



developers worldwide are now ab

ability to mount NFS shares

includes large number of linux c

soundcard enabled - mp3players

the embedded webserver provid
about the Xbox




Ié) Weolcome to your box -Mozilla

Reload Frint

Welcome to your box

For the first time the box you paid for can do
what you want it to do: as the owner you are
where vou should be - in control

oy .
You don’t have to be a passive consumer of
corporate content. With Linux you can plug
into a world of sharing and contributing, you can
be part of a worldwide community where ideas

Itls you r B Ox and software are free...

Welcome to your box!

Erought to you by the many hackers who are contributing to the Xbox-L inux project
http: /frbox-linug sourceforee . net

£l 2 [(E&] @& | Document Done (0.404 secs)

Figure 1: The Embe



Hardware Informations - Mozilla

Xbox Linux up and running !

Operating System

Linwx (none) 2.4.18 #1 Mon Aug & 07:36:05 CEST 2002 i686 unknown
Tptime
0:18pm wp 1:58, load awerage: 0.00, 0.00, 0.00

CPU-Information

processor |

wendor_id o GermineIntel
cpu family I

model o 8

model name : Celeron (Coppermine)
stepplng 10

cpu MH= 1]
cache size . 1238 EB
fdiv_bug . ono

hlt bug . ono

£00f_bug . ono

coma_kug . ono

fpu . yes
fpu_exception . yes

cpuid lewvel 2

wp ;. yes
flags ; fpu vme de pse tsc msr pae moe cxB sep mtrr pge mca cmov pak pseldb mmx fxsr osse
hogomips . 1553. 20

Memory-Information

total: used: free: shared: buffers: cached:
Mem: 64241664 13602816 50638848 i 49152 4837376
Swap 0 0 1}
MemTotal: B2T36 kB
MenFree: 40452 kE
MemShared: 0 kB
Buffers: 48 kE
Cached: 4724 kE
SwapGached: 0 kE
Actiwve: 480 kB

E& @2 | Document Done (0.524 s

Figure 2: System information provi
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IWlile

Figure 3: Xbox Team Information
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Within few days the cou
grew enormo

The next steps of the team include
added USB interface for mouse a
added FatX-Filesystem support

added added support for Xbox-C

created a ROM-Image which can
Keyboard on Xbox




ROM image was bec

we created a Xbox Executable
Linux from CD-RW or DVD

this enables us to access initial




ROM image was beco

we created a Xbox Executable
Linux from CD-RW or DVD

this enables us to access initializ

enabled the framebuffer console
framebuffer interface description




i it

UFS: Hounted root (extd rllrsuﬂtrﬂl
Hounted deulfs on sdeu
init started: BusyBox v0.60.3 (Z00Z.08.25-1Z2:31+0000) multi-call binary

Starting Xbox-Limux randisk...

Using ~libsmnodules-Z.4.19-XBOX nunet .o
FCIl: Setting latency timer of device 00:049.0 to 61
Using ~1ibsmnodules 2. .4.19-XBOX /kerne l7dre lvers/ssoundsac9?_codec ..o
Using ~libs/nodules-Z.4.19-XBOX kerne l7dre lvers/ssoundssoundcore .o
Using ~libsnodules-Z. 4. 19-XBOX  waundio .o
Intel B10 +« ACIH? Audio, version 0.05, 07:48:39 nug £5 2002
FCl: Setting latency timer of device 00:06.0 to 61
iB10: NUIDIA HFORCE AUDID found at 10 Oxd200 and Oxd000, IR 6
ac9? _codec: ACI? codec, id: 0x571d :0x4c09 (Unknowun)
meaudio: only 48Khz playback available.
meaudio: setting clocking to 45000
Using ~1ibsmnodules 2. 4. 19-XBOX/xbox_proc .o
hdb: packet command error: status=0x51 { DriveReady SeekComplete Error )
hdb: packet command error: error=0x50
ATAF] device hdb:
Error: lllegal request —— (Sense key=0x05)
(vendor-speciflic error) —— (asc=0xB1, ascqg=0x00)
The failed "Preventsnllow Mediun Renoval' pac krt rnﬂmnd was:
“1ie 00 00 00 01 00 00 00 20-02--02-00- - - —— Bl e

starting telnet daemon (no gquit).
telnetd: starting
port: 23; interface: ethd: login progran: sbinciogin

Figure 4:



XWindows up an

XServer 4.x is running
Xbox can be used used as XT

The first DivX films with soun
Xbox Linux




Interesting L

http:/ /Xbox-linux.sourceforge.n
The Xbox Linux Project

http://www.busybox.net/
The Swiss Army Knife of Embe

http://tinylogin.busybox.net/
The worlds smallest login/passw

http://www.uclibc.org/



uClibc - a C library for embedde

http://www.linuxfromscratch.or
Linux From Scratch

http://www.boa.org/
Boa Web Server

http://www.acme.com /software
thttpd - tiny/turbo/throttling H

http://www.pengutronix.de/sof
A small Telnet daemon




Figure 5: The porting of major d
SuSE and Mandrake has begun



